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About this report Introduction

Our unique vantage point

Cybersecurity at Microsoft

About this report

Report scope

The data, insights, and events in this report represent
July 2023 through June 2024 (Microsoft fiscal year
2024), unless otherwise noted.

Please note that due to rounding, the percentages in
some charts may not total 100%.

Relevant discussion from the 2023 edition of the
Microsoft Digital Defense Report is referenced in this
report. You can access the 2023 report in the archive
section at 2 aka.ms/MDDR.

Report viewing and navigating

There are links in the headers and table of contents
for easy navigation throughout the report.

For easier viewing and navigating through the
report on certain browsers, we suggest using
Adobe Reader, which is available for free on the
Adobe website.

Our commitment to preserving privacy

Any and all data included in this report is presented
in alignment to our privacy principles. Microsoft is
committed to its focus on preserving customers’
control over their data and their ability to make
informed choices that protect their privacy.

We advocate for strong global privacy and data
protection laws requiring companies, including ours,
to only collect and use personal data in responsible,
accountable ways.

Threat actor terminology used in this report

» Nation-state threat attacks/operations:
Malicious cyberattacks that originate from a
particular country and are an attempt to further
that country’s interests. These attacks are
often fueled by geopolitical competition and a
desire to gain an advantage over other nations.
Common objectives include stealing intellectual
property for economic benefit or supporting
traditional espionage.

» Cybercriminal activity: Cybercriminals are
typically motivated by financial gain. They may
use similar tools and tactics as nation-state threat
actors, such as bespoke malware, password spray
infrastructure, and phishing or social engineering
campaigns. However, their primary goal is to
profit from their activities, rather than to further a
nation’s geopolitical objectives.

= Cyber operations: An overarching term referring
to all computer network operations, from
computer network defense to computer network
attacks, and to computer network exploitation.

* Influence operations (I0): The coordinated,
integrated, and synchronized application of
national diplomatic, informational, military,
economic, and other capabilities in peacetime,
crisis, conflict, and post conflict to foster attitudes,
behaviors, or decisions by foreign target audiences
that further nation-state interests and objectives.

= Cyber-enabled influence operations:
Operations which combine offensive computer
network operations with messaging and
amplification in a coordinated and manipulative
fashion to shift perceptions, behaviors, or
decisions by target audiences to further
a group or a nation’s interests and objectives.

Key information

Throughout this document look out for features
offering insights and detail from Microsoft experts.

Look out for highlighted text like this and the
Actionable Insights sections:

N
Actionable Insights

Our commitment to developing
technology responsibly

As we design, build, and release Al products,
six values—transparency, accountability,
fairness, inclusiveness, reliability and safety, and
privacy and security—remain our foundation
and guide our work every day.

Links

Microsoft Privacy Statement

Microsoft EU Data Boundary Overview |
Microsoft Trust Center

Empowering responsible Al practices |
Microsoft Al

Responsible Al Transparency Report | May 2024



https://aka.ms/mddr
https://privacy.microsoft.com/en-us/privacystatement
https://www.microsoft.com/en-us/trust-center/privacy/european-data-boundary-eudb
https://www.microsoft.com/en-us/ai/responsible-ai/
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RW1l5BO
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Complex, challenging, and increasingly dangerous

The new cyber threat landscape: an introduction by Tom Burt

“We all can, and must, do better,
hardening our digital domains to
protect our networks, data, and
people at all levels.”

In the last year, the cyber threat landscape continued
to become more dangerous and complex.

The malign actors of the world are becoming
better resourced and better prepared, with
increasingly sophisticated tactics, techniques,
and tools that challenge even the world’s best
cybersecurity defenders.

Because these actors conduct both targeted and
opportunistic attacks, the threat they present is
universal, meaning organizations, users, and devices
are at risk anywhere, anytime. Even Microsoft has
been the victim of well-orchestrated attacks by
determined and well-resourced adversaries, and our
customers face more than 600 million cybercriminal
and nation-state attacks every day, ranging from
ransomware to phishing to identity attacks.

These cyberattacks are continuing at a breathtaking
scale, and as they increasingly put human health

at risk, the stakes for stopping them couldn’t

be higher. In the US alone this fiscal year, 389
healthcare institutions were successfully hit by
ransomware, resulting in network closures, systems
offline, critical medical operations delayed, and
appointments rescheduled. Worse, the increased
risk of cyberattacks is no longer limited to civilian
cybercriminals. Nation-states are becoming more
aggressive in the cyber domain, with ever-growing
levels of technical sophistication that reflect
increased investment in resources and training.
These state-sponsored hackers are not just stealing
data, but launching ransomware, prepositioning
backdoors for future destruction, sabotaging
operations, and conducting influence campaigns.

We have to find a way to stem the tide of this
malicious cyber activity. We all can, and must, do
better, hardening our digital domains to protect
our networks, data, and people at all levels.

This challenge will not be accomplished solely by
executing a well-known checklist of cyber hygiene
measures but through a focus on and commitment
to the foundations of cyber defense from the
individual user level to the executive level.

However, improved defense will not be enough.
The sheer volume of attacks must be reduced
through effective deterrence, and while the industry
must do more to deny the efforts of attackers via
better cybersecurity, this needs to be paired with
government action to impose consequences that
further discourage the most harmful cyberattacks.
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While in recent years a great deal of attention has
been given to the development of international
norms of conduct in cyberspace, those norms

so far lack meaningful consequence for their
violation, and nation-state attacks have been
undeterred, increasing in volume and aggression.
Cybercriminals similarly continue to attack with
impunity, knowing that law enforcement is
hampered by the challenges of investigation and
prosecution of cross-border crime, and often
operating from within apparent safe havens where
government authorities turn a blind eye to the
malicious activity.

While the immediate outlook is pessimistic, there
are changes on the near horizon that provide cause
for optimism. In this year's Microsoft Digital Defense
Report, we dive deeper into the subject of Al in
cybersecurity. We explore the associated emerging
threats and defense strategies, as well as examine
the responses of governments around the world to
this rapidly evolving technology. And although we
must anticipate the use of Al by attackers, advances
in Al-powered cybersecurity should give defenders
an asymmetric advantage in the near future.

This year we will also share how Microsoft is
responding to the significant attacks on our
corporate infrastructure. This includes details of our
Secure Future Initiative and how we are orchestrating
a company-wide initiative to make security our top
corporate priority. We hope that these learnings will
help others think through their own security posture
and approach to cyber defense.

Microsoft is proud to deliver the Microsoft

Digital Defense Report, now in its fifth edition,

as part of our commitment to helping the world
understand and mitigate cyber threats. We believe
transparency and information-sharing are essential
to the protection of the global cyber ecosystem.
Communicating the insights that we derive from our
unigue vantage point is one of the many ways we
work to make the cyber world a safer place.

As our CEQ, Satya Nadella, has said: “This is a
consequential time.” We stand on the frontier of
an Al-empowered world. It is up to us, however,
to leverage Al most effectively. In the tug-of-
war between attackers and defenders in which
the attackers currently have an advantage, it

will take conscientiousness and commitment by
both the public and private sectors to ensure the
defenders win.

Tom Burt
Corporate Vice President,
Customer Security and Trust
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About this report

Introduction

Our unique vantage point Cybersecurity at Microsoft

Our unique vantage point

The depth and breadth of Microsoft’s
presence in the digital ecosystem offers
a unique perspective that we share in
this report.

Our expansive, global vantage point gives us insight
into key trends in cybersecurity that affect everyone
from individuals to nations.

We process more than 78 trillion security signals per
day, from billions of Windows endpoints, the cloud,
and a broad spectrum of products and services.
From these signals we gain visibility into attack
activity, a unique understanding of emerging attack
techniques, and deeper insights about the overall
threat landscape.

This spectrum of security signals is further enhanced
by the diversity of our customers and partners,
including governments, enterprises large and small,
consumers, and gamers.

Microsoft's commitment to supporting the cloud
across infrastructure, platform, application, and
multi-cloud scenarios complements the diversity of
a large ecosystem of partners and suppliers which
geometrically expands the richness of the data we
use to understand the threat landscape.

Yet our understanding of the threat landscape is
more than just data. It is informed by the expertise
of our employees:

= Threat intelligence and geopolitical experts,
tracking cybercriminal and nation-state
threat actors.

= Security researchers, software architects, and
engineers, responding to new threats and adding
new security features for protection.

= Analysts, internal auditors, and risk specialists,
maintaining operational compliance within
a complex system of cybersecurity and
privacy regulations.

= Incident responders, who “run to the fire” in
support of customers.

= Security advisors, working with customers across
the spectrum of cybersecurity.

= Investigators, analysts, and legal teams who work
globally to disrupt borderless criminal networks,
and align public policy objectives in support of
digital international norms on cyberpeace.

= Microsoft executives, who are directly
accountable for (and have their compensation
tied to) the achievement of these
security objectives.

Finally, the impact of Al is notable throughout

our vantage point. Security researchers and

threat hunters are seeing Al transform the threat
landscape. However, Microsoft's recent investment
in Al technologies reflects confidence in the benefits
these tools can provide, including a perspective that
exceeds human processing capacity.

Microsoft is proud of its commitment to
cybersecurity and organizational resilience. As we
celebrate our 50th year, we have gained valuable
insights from past challenges. We are keen to
share best practices that include maintaining and
enhancing the right security culture, addressing
technical debt associated with a longstanding
corporate history, and investing in a secure future.

/8 trillion

security signals per day inform our insights

34,000

full-time dedicated security engineers

15,000

partners with specialized security expertise
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Our unique vantage point Cybersecurity at Microsoft

Our presence in the
digital ecosystem
positions us to

observe key trends

In cybersecurity.
Microsoft's perspectives
on cybersecurity

are framed through

50 years of experience
and insight.

Society | Microsoft Stakeholders | Microsoft Customers

Microsoft’s unique vantage point

Microsoft serves billions of customers
globally, allowing us to aggregate security
data from a broad and diverse spectrum of
companies, organizations, and consumers.

An extra 13 trillion
security signals per day

2023: 65 trillion, 2024: 78 trillion

from the cloud, endpoints, software tools,
and partner ecosystem, to understand
and protect against digital threats and
criminal cyberactivity.

1,500 unique threat
groups tracked

Microsoft Threat Intelligence now tracks more
than 1,500 unique threat groups—including
more than 600 nation-state threat actor
groups, 300 cybercrime groups, 200 influence
operations groups, and hundreds of others.

Microsoft’s cybersecurity approach

Microsoft security investments
Al Red Teams

Defending Democracy

Responsible Al
Security Engineering
Detection and Response Security Operations
Digital Crimes = Threat Analysis

= Threat
Intelligence

Digital Safety
Incident Response

National Security Nation-state

Physical Security actors
Public Awareness
and Education

34,000 dedicated

security engineers Supply chain

focused full-time on the largest and ecosystem
cybersecurity engineering project

in the history of digital technology.

emerging threats

Conflicting regulatory

Technical
debt

Al as
a threat

Current and

Cybercriminals

requirements
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About this report

Introduction  Our unique vantage point

Cybersecurity at Microsoft

Cybersecurity at Microsoft: the CISO’s perspective

This edition of the Microsoft Digital Defense Report
comes to you at a time when the cybersecurity
threat landscape has intensified for every

sector around the world. Microsoft, like many
organizations, has become a primary target, and
most notable is the dramatic increase in repeated,
sophisticated, and brazen attacks by cybercriminals
and nation-state attackers alike.

In January 2024 | took on the role of Microsoft
Chief Information Security Officer (CISO).
Immediately thereafter, we discovered we were
under a massive cyberattack by the threat actor
we refer to as Midnight Blizzard. The subsequent
days are some | remember vividly. Every available
resource across the company was utilized in our
defense against this attack—a monumental effort
that required speed, focus, and expertise. As |

was directing our response, my priority became
defending Microsoft and scaling our agility to face
future nation-state attacks. A large portion of our
third-party ecosystem was involved in this defense
as well.

Given ever-changing geopolitical conditions, the
world will face many such attacks in the future,
and Microsoft must also adjust to face these
threats. We have taken major steps over the past
year in fortifying assets across the company to
better prevent and defend against such threats.
The cornerstone of our work to protect Microsoft,
our partners, and customers is the Secure Future
Initiative' (SFI), which dedicates the entire company
to putting security above all other considerations.

As Satya Nadella, Microsoft's CEO, said in a
company-wide announcement, “Security is a team
sport, and accelerating SFl isn't just job number one
for our security teams—it's everyone’s top priority
and our customers’ greatest need.” Everyone at
Microsoft is committed to making our products and
services secure by design, secure by default, and
operationally secure.

Among the most significant mitigations and actions
we have taken is a significantly expanded SFI to
improve our defense posture. We made phishing-
resistant multifactor authentication (MFA) mandatory
across the company, and we increased the
robustness of Microsoft’s corporate network.

To protect Microsoft, our partners, and customers
from future attacks, we dramatically grew our teams
dedicated to monitoring of and responding to
threats. And we reassigned roughly 34,000 full-time
equivalent engineers to security initiatives. This is an
important sampling of the many steps we have taken
since the beginning of this year—with much more
work in progress.

To increase the agility of Microsoft's response to
this ever-changing threat environment, | instituted
an Office of the CISO and have hired a number

of Deputy CISOs. Our Deputy CISOs work with

our major product groups and programs to drive
greater depth and rigor in cybersecurity governance
across the entire company and to direct SFl at the
most pressing security risks. The Deputy CISOs take
responsibility for risk ownership and accountability,
determining the needed security architecture,

and providing input to me on each business unit’s
progress toward our SFI goals. Based on the ongoing
SFI work—and with input from the Deputy CISOs
—1I provide regular updates on existing risk and SFI
performance to Microsoft's Senior Leadership Team
and Board of Directors.

Every one of us at Microsoft shares a deep
responsibility to do our part to keep the world safe
and secure. As part of that commitment, we are
collaborating closely with security experts, industry
groups, and organizations like yours that face these
threats every day. Please read on to learn more
about the evolving threat landscape and how we are
committed to making the world safer for everyone.

Igor Tsyganskiy
Chief Information Security Officer
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Blurred lines between nation-state

Key developments
The evolving cyber
threat landscape

As with any landscape, things change over
time. In the world of cybersecurity, however,
the pace of change has been astounding.

Observations over the past year have
reaffirmed the convergence of nation-state
and cybercriminal threat activity. Nation-
state threat actors used cybercrime as a

force multiplier, while financially motivated
cybercriminals pursued levels of defense
evasion and technical complexity once elusive
outside of nation-state operations.

We have also seen rapid shifts in the tactics
of hybrid war, wide-ranging attempts to
interfere in democratic elections, and a surge
in ransomware attacks and cyber-enabled
financial fraud across the globe.

These trends underscore the ongoing
necessity to enhance and implement robust
deterrence and mitigation strategies to
counter these threats effectively.

threat actor activity and cybercrime

Nation-state threat actors are conducting
operations for financial gain and enlisting
the aid of cybercriminals and commodity.
malware to collect intelligence.

Find out more on p17.

The many faces of hybrid war

Threat actors serving Russia and Iran are

leaning into cyber and influence operations

as tools to advance political and military
objectives in wartime.

Find out more on p18.

" The need to impose deterrent

consequences for cyber
aggression

The pace of nation-state sponsored
cyberattacks has escalated

to the point that there is now
effectively constant combat in
cyberspace without any meaningful
consequences to the attacker.

Find out more on p22.

600 million identity attacks
per day

As multifactor authentication blocks
most password-based attacks, threat
actors are shifting their focus.

Find out more on p39.

Nation-state influence operations
converge on elections

By the end of 2024, 2 billion people
will have had the opportunity to vote
in nationwide elections. Russia, Iran,
and China all engaged in election
influence efforts globally in 2024.

Find out more on p24.

2.75x increase in human-operated
ransomware-linked encounters

By disabling or tampering with defenses,
attackers buy themselves time to install
malicious tools, exfiltrate data for
espionage or extortion, and potentially
launch attacks like ransomware.

Find out more on p27.

Ingenuity and scalability of
fraud tactics surging globally

Cyber fraud not only presents a theft
risk, but it undermines the security,
trust, and reputation of individuals,
businesses, and organizations of

all sizes and types, in every region
and industry.

Find out more on p31.

»
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Introduction: The evolving landscape of cybersecurity

]

"As we look to the future,
the dawning of the age

of Al means cybersecurity
professionals will encounter
both new opportunities and
new challenges.”

As we reflect on this past year, it is more apparent
that the lines that once divided cybercrime, nation-
state sponsored attacks, and influence operations
have continued to blur. Cybercrime has continued
to mature as a robust and elaborate ecosystem,
with cybercriminal groups utilizing a full spectrum
of tools and techniques, including those learned,
borrowed, or stolen from nation-state actors.
While these cybercriminals are evolving their
tooling and targeting to evade defenders, many of
their underlying techniques and behaviors remain
unchanged due to their continued effectiveness.
Meanwhile, nation-state actors remain committed to
pursuing new levels of sophistication. This includes
creating unique tooling, upskilling their capabilities,
and targeting major technology providers—like
Microsoft—and enterprise supply chains.

Defenders can proactively combat threats from
both cybercriminal and nation-state actors by
addressing them at the technique layer. This means
implementing and enforcing policies and tooling,
such as enhanced multifactor authentication (MFA)
and attack surface reduction rules. At the same
time, as the threat landscape evolves, securing
identities, hardening endpoints, and protecting the
cloud infrastructure has become more important
than ever.

As Microsoft continues to take steps to protect
ourselves and our customers through our Secure
Future Initiative, we encourage all organizations
to commit to the foundational security principles
of secure by design, secure by default, and secure
operations. By collectively working toward these
fundamental security concepts, defenders can
reduce the attack surface across the broader
technology landscape.

At the same time, we have seen influence operations
change and increase globally at an unprecedented
scale as nation-states seek to sway public perception
and sentiment, sow discord, and undermine trust

in public institutions. In particular, governments
have used geopolitical issues such as the Russia-
Ukraine conflict and the Israel-Hamas war to spread
divisive and misleading messages. At a time when
the world is grappling with an overwhelming influx
of information delivered through both formal

and informal channels, the issue of combatting
misinformation is becoming increasingly vital.

As we look to the future, the dawning of the age of
Al means cybersecurity professionals will encounter
both new opportunities and new challenges.
Cybercriminal groups, nation-state threat actors, and
other adversaries are exploring Al technologies to
understand whether and how to leverage them in
the course of operations. We as defenders must also
explore and test these Al technologies, not only to
understand how they can be used by adversaries,
but how we can use them to strengthen our security,
protection, and response.

Amy Hogan-Burney

Vice President and Deputy General Counsel
Customer Security and Trust,

Cybersecurity Policy & Protection Unit

John Lambert
Corporate Vice President, Security Fellow,
Microsoft Threat Intelligence Center
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Threat actors and motivations

In this report, we discuss 30 different threat actors to provide examples of activity for a better understanding of attack targets, techniques, and motivations. Microsoft categorizes these actors

using a weather-related naming system. For example, “Flood” refers to actors who engage in influence operations. The actors included in this year's report demonstrated significant activity and
effectiveness from July 2023 through June 2024. In the chart below, we map some of the motivations tracked over the past five years, to show how these actors often have multiple motivations
driving their operations. It's important to note that the threat landscape is vast, and the threat actors and motivations detailed here represent only a small portion of those tracked by Microsoft.

KEY TO
MOTIVATIONS MAPPING

Nation-state actors Influence Operations
b . ’ behalf of or directed Cryptocurrency theft C
yber operators acting on behalr ot or directe Information campaigns or groups employin ; ;
by a nation-state-aligned program, irrespective of communications%nﬁne or gfﬂinF:a in a?naﬁip%lative CybelelmeEEbiEe —
whether for espionage, financial gain, or retribution. fashion to shift perceptions, behaviors, or decisions Data destruction Dd
. b)f( targft au;liekr:'cest'to further a group or a nation’s Data theft for profit Dt
- interests and objectives.
Russia China ) Disruption D
Election influence Ei
Aqua Blizzard g Flax Typhoon Dt E Ruza Flood Ei I Espionage £
Midnight Blizzard e Granite Typhoon Dt E Sefid Flood B (E (1 Influence operations I
Seashell pd (0 (i Nylon Typhoon E Taizi Flood Ei Ransomware/Extortion R
Blizzard E I 'R Raspberry Typhoon Dt E VOlga Flood Ei |
Secret Blizzard 3
Groups in development
. . . A temporary designation given to unknown, emerging, or developing threat activity.
North Korea Iran FInanCIa"y motlvated This designation allows Microsoft to track a group as a discrete set of information until
Cyber campaigns or groups directed by a criminal we reach high confidence about the origin or identity of the actor behind the operation.
Citrine Sleet c bt Cotton Dd Dt D organization or person with motivations of financial gain
Jade Sleet « oy Sandstorm DOOE and are not associated with high confidence to a known Storm-0501 Dt R Storm-1101 cs
Mint non-nation-state or commercial entity. Storm-0539 Dt Storm-1516 B
Moonstone E R - Y:-Y:
Sleet Sandstorm Storm-0593 3 Storm-1575 )
Sapphire Sleet Y Octo Tempest ¢ Dt R Storm-0784 D R Storm-1679 1
Storm-0842 Dd D E I R Storm-2049 3
Storm-0867 cs

For more information on threat actor naming, please visit https://aka.ms/threatactors


https://aka.ms/threatactors
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Nation-state threats

Nation-state threat
activity by the numbers

This past year, nation-state affiliated threat actors
once again demonstrated that cyber operations—
whether for espionage, destruction, or influence—
play a persistent supporting role in broader
geopolitical conflicts. In the wars in Europe and the
Middle East, Russia and Iran centered their threat
activity on their main adversaries in those fights,
Ukraine, and Israel, respectively. Meanwhile, Beijing's
long-term focus on controlling Taiwan drove a high
level of targeting of Taiwan-based enterprises from
Chinese threat actors, who also penetrated the
countries around the South China Sea to collect
insights into military exercises and national policy.
What follows is a snapshot of the activity by-the-
numbers.

Introduction Nation-state threats Ransomware

Identity and social engineering  DDoS attacks

The United States is consistently among the
countries most impacted by the nation-state cyber
threat activity that Microsoft observes, a reflection
of the large US representation in our customer base
and the role the United States plays in research and
development and geopolitical events. Aside from
the United States and the United Kingdom—which
was the fifth most targeted nation this year—most
of the nation-state affiliated cyber threat activity we
observed was concentrated in sites of active military
conflict or heightened regional tension: Israel,
Ukraine, the United Arab Emirates, and Taiwan.

The Education and Research sector
became the second most targeted
by nation-state threat actors

In 2024, Education and Research became the
second most targeted sector by nation-state
threat actors.

In addition to offering intelligence such as
research and policy discussions, education and
research institutions are often used as testing
grounds by threat actors before they pursue
their actual targets.

For example, QR code phishing, a technique
now used widely to compromise user accounts
at scale and create an entry point for business
email compromise (BEC) attacks discussed
later in this chapter, became widely used in
targeted attacks against this sector as early as
August 2023.

Top 10 targeted sectors worldwide

1 2 3 456789 10
Sector Percentage
- IT 24%

2 Education and Research 21%
3 Government 12%
. Think tanks and NGOs 5%
5 Transportation 5%
6 Consumer Retail 5%
Finance 5%
8 Manufacturing 4%
9 Communications 4%
10 All others 16%

Threat actors from Russia, China, Iran, and North Korea
pursued access to IT products and services, in part to
conduct supply chain attacks against government and
other sensitive organizations.

Source: Microsoft Threat Intelligence, nation-state notification data
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Nation-state threat activity by the numbers continued

Source: Microsoft Threat Intelligence data
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Russia

Nation state threat actor activity
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Targeting by region

1 2 3 456

7

Sector Percentage
Europe & Central Asia 68%
2 North America 20%
3 Middle East & North Africa 5%
. East Asia & Pacific 3%
5 Latin America & Caribbean 3%
6 South Asia 1%
Sub-Saharan Africa 1%

Approximately 75% of targets were in Ukraine or a NATO
member state, as Moscow seeks to collect intelligence
on the West's policies on the war. Ukraine remains the
country most targeted by Russian actors.

Source: Microsoft Threat Intelligence nation-state notification data

Most targeted sectors

4 567H 10

1 2 3
89
Sector Percentage
- Government 33%
2 T 15%
3 Think tanks and NGOs 15%
. Education and Research 9%
5 Inter-governmental organization 4%
6 Defense Industry 4%
Transportation 3%
8 Energy 2%
9 Media 2%
10 All others 13%

Russian actors focused their targeting against European
and North American government agencies and think
tanks, likely for intelligence collection related to the war
in Ukraine. Actors like Midnight Blizzard also targeted
the IT sector, suggesting it was in part planning supply-
chain attacks to gain access to these companies’ client’s
networks for follow-on operations.

China

Nation state threat actor activity

Targeting by region

1 2 3 4 5

67

Sector Percentage
- East Asia & Pacific 39%
2 North America 33%
3 Europe & Central Asia 12%
. Latin America & Caribbean 8%
5 South Asia 4%
6 Middle East & North Africa 2%
Sub-Saharan Africa 2%

Chinese threat actors' targeting efforts remain similar

to the last few years in terms of geographies targeted
and intensity of targeting per location. While numerous
threat actors target the United States across a wide
variety of sectors, targeting in Taiwan is largely limited to
one threat actor, Flax Typhoon.

Most targeted sectors

4 567H 10

1 2 3
89
Sector Percentage
IT 24%
2 Education and Research 22%
3 Government 20%
. Think tanks and NGOs 10%
5 Manufacturing 4%
6 Defense Industry 3%
Communications 3%
8 Finance 3%
9 Transportation 2%
10 All others 9%

Most Chinese threat activity is for intelligence collection
purposes and was especially prevalent in ASEAN
countries around the South China Sea. Granite Typhoon
and Raspberry Typhoon were the most active in the
region, while Nylon Typhoon continued to target
government and foreign affairs entities globally.
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Nation-state threat activity by the numbers continued

Iran

Nation-state threat actor activity

Targeting by region

1 2 3 456

7

Sector Percentage
Middle East & North Africa 53%
2 | North America 23%
3 Europe & Central Asia 12%
. South Asia 6%
5 East Asia & Pacific 3%
6 Latin America & Caribbean 2%
Sub-Saharan Africa 1%

Iran placed significant focus on Israel, especially after
the outbreak of the Israel-Hamas war. Iranian actors
continued to target the US and Gulf countries,

including the UAE and Bahrain, in part because of their
normalization of ties with Israel and Tehran’s perception
that they are both enabling Israel’s war efforts.

Source: Microsoft Threat Intelligence nation-state notification data

Introduction  Nation-state threats Ransomware Identity and social engineering  DDoS attacks
North Korea
Nation-state threat actor activity
Most targeted sectors Targeting by region Most targeted sectors
1 2 3 456789 10 1 2 3 456 1 2 3 4 56789 10
7
Sector Percentage Sector Percentage Sector Percentage
Education and Research 19% North America 54% - IT 44%
2 1T 1% 2  East Asia & Pacific 18% 2 Education and Research 21%
3 Government 7% 3 Europe & Central Asia 18% 3 Manufacturing 6%
. Transportation 6% . Latin America & Caribbean 3% . Consumer Retail 5%
5 Finance 4% 5 Middle East & North Africa 3% 5 Finance 5%
6 Communications 4% 6 South Asia 2% 6 Think tanks and NGOs 3%
Energy 3% Sub-Saharan Africa 2% Communications 2%
8 Commercial Facilities 3% 8 Government 2%
9 Manufacturing 3% 9 Health 2%
10 All others 42% 10 All others 10%

Iranian targeting focused on education, IT, and
government as part of strategic intelligence collection.
Iranian actors often target the IT sector to gain access to
downstream customers, including those in government
and the defense industrial base (DIB). “Other” includes
media and think tanks or NGOs, which Iran often targets
to gain insights into dissidents, activists, and persons
who can impact policymaking.

The United States remained the most heavily targeted
country by North Korean threat actors, but the United
Kingdom rose up the ranks this year to second place.
The "Other” category comprised 44 other countries
targeted by North Korean threat actors.

North Korean threat actors targeted the IT sector the
most, particularly to conduct increasingly sophisticated
software supply chain attacks. They also continued

to heavily target experts in the education sector for
intelligence collection. The "Other” category comprised
seven other sectors.
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Nation-state threat activity by the numbers continued Introduction ~ Nation-state threats Ransomware Fraud Identity and social engineering  DDoS attacks

Cyber Point of View: Japan

Japan is surrounded by three nation states backing
threat actors who conduct extensive cyberattacks:
Russia, China, and North Korea.

In recent years, Japanese entities from large
organizations to small companies downstream

in the supply chain, have experienced large-

scale cyberattacks. Against this backdrop, its
government revised its National Security Strategy?
in December 2022 to identify cybersecurity as a
national security matter for the first time. The new
National Security Strategy also introduced Active
Cyber Defense (ACD), a government initiative to
preemptively counter significant cyberattack risks
that could raise national security concerns.

Japan's new Defense Whitepaper outlines
its cybersecurity measures

The 2024 edition of Japan's Defense Whitepaper®
outlines comprehensive new measures to enhance
the cybersecurity of The Japan Self-Defense Forces
(SDF), including the development of the newly
established Cyber Command, the migration of the
JSDF's IT systems to the cloud, the implementation
of advanced security architecture, and improved
cybersecurity for Japan's defense industry.

The document also stresses the importance

of international cooperation with like-minded
countries and companies.

Since adopting this new strategy, the government
has been aggressive in bolstering its cybersecurity
posture to protect the government, businesses, and
civil society. Notable initiatives include:

= Directing the JSDF to establish a new Cyber
Command with 20,000 personnel by 2027.

= Elevating the Cabinet’s cybersecurity center
(NISC) into a new government agency with more
legal and regulatory authority on cybersecurity.

Additionally, to strengthen the security of IT systems
and supply chain management, the government
began operating an advanced certification system
for cloud (ISMAP)* in 2022 for services and other
items to be employed in government information
systems. ISMAP is expected to expand its scope to
the systems of critical infrastructure operators in

the future.
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Blurring lines between
nation-state threat actors
and cybercriminals

This year, state-affiliated threat actors increasingly
used criminal tools and tactics—and even criminals
themselves—to advance their interests, blurring the
lines between nation-state backed malign activity
and cybercriminal activity.

Microsoft observed nation-state threat actors
conduct operations for financial gain, enlist
cybercriminals to collect intelligence on the
Ukrainian military, and make use of the same
infostealers, command and control frameworks, and

other tools favored by the cybercriminal community.

$3 billion

in cryptocurrency stolen by North Korean
hackers since 2017

Introduction Nation-state threats Ransomware

Fraud Identity and social engineering

DDoS attacks

North Korean threat actors have long straddled

this blurry line, conducting financially motivated
operations to secure funding for state coffers

and priority initiatives. The UN estimates North
Korean hackers have stolen over $3 billion US in
cryptocurrency since 2017, with heists totaling
between $600 million and $1 billion US in 2023
alone.® These stolen funds reportedly finance over
half of North Korea's nuclear and missile programs.®

Since 2023, Microsoft has identified three major
North Korean threat groups—Jade Sleet, Sapphire
Sleet, and Citrine Sleet—that have been particularly
active in targeting cryptocurrency organizations.
Moreover, North Korea may also be getting into the
ransomware game. Moonstone Sleet, a new North
Korean actor identified in May 2024, developed

a custom ransomware variant called FakePenny
which it deployed at organizations in aerospace and
defense after exfiltrating data from the impacted
networks. This behavior suggests the actor had
objectives for both intelligence gathering and
monetization of its access.

Beyond North Korea, Microsoft observed Iranian
nation-state threat actors seeking financial gain from
some of their offensive cyber operations. This marks
a change from previous behavior, whereby
ransomware attacks that were designed to appear
financially motivated were actually destructive
attacks.” For example, a cyber-enabled influence
operation run by an Islamic Revolutionary Guard
Corps (IRGC) group we track as Cotton Sandstorm
(also known as Emennet Pasargad) marketed stolen
Israeli dating website data through two of its cyber
personas between September 2023 and February
2024. The personas also offered to remove specific
individual profiles from their data repository for

a fee.

Meanwhile, Russian threat actors have integrated
evermore commodity malware in their

operations and appear to have outsourced some
cyberespionage operations to criminal groups.

In June 2024, Storm-2049 (UAC-0184) used Xworm
and Remcos RAT--commodity malware associated
with criminal activity--to compromise at least 50
Ukrainian military devices. There was no obvious
cybercriminal use for this compromise, suggesting
the group was operating in support of Russian
government objectives.

Between June-July 2023, Microsoft observed Federal
Security Service (FSB)-attributed Aqua Blizzard
appear to "hand-off” access to 34 compromised
Ukrainian devices to the cybercriminal group
Storm-0593 (also known as Invisimole). The hand-off
occurred when Aqua Blizzard invoked a Powershell
script that downloaded software from a Storm-
0593-controlled server. Storm-0593 then established
command and control infrastructure and deployed
Cobalt Strike beacons on most of the devices for
follow-on activity. This beacon was configured

with the domain dashcloudew.uk, which Microsoft
assesses Storm-0593 registered and used in a
previous spear-phishing campaign against Ukrainian
military machines last year, suggesting a pattern

by Storm-0593 of supporting state intelligence
collection objectives.
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The many faces
of hybrid war

The ongoing conflicts in Ukraine and the Middle
East illustrate how some countries are using both
cyber approaches and influence campaigns to
further their goals. These activities extend beyond
the geographical boundaries of the conflict
zones, demonstrating the globalized nature of
hybrid warfare.

How Iran is using cyber-enabled influence
operations to degrade Israel

Following the outbreak of the Israel-Hamas

war, Iran surged its cyber, influence, and cyber-
enabled influence operations against Israel.

From October 7, 2023, to July 2024, nearly half of
the Iranian operations Microsoft observed targeted
Israeli companies.

Iranian groups also expanded their cyber-enabled
influence operations beyond Israel, with a focus on
undermining international political, military, and
economic support for Israel’s military operations.

In November 2023, IRGC groups ran cyber-enabled
influence operations targeting US water controllers
made in Israel and Bahrain in retaliation for Bahrain’s
normalizing of ties with Israel.®

Introduction Nation-state threats Ransomware

Fraud

Identity and social engineering  DDoS attacks

Iran’s most targeted countries prior to
the Israel-Hamas conflict (July—-October 2023)

United
States 35%

All others 27%

Iran’s most targeted countries after the start of

United Arab
Emirates 20%

India 8%

Following the outbreak of the Israel-Hamas war, Iranian threat actors surged their targeting of Israel.

Source: Microsoft Threat Intelligence nation-state notification data

Microsoft Threat Intelligence assesses that an IRGC
unit known as Shahid Kaveh Group, which we track
as Storm-0784, was responsible for defacing a water
controller in Pennsylvania under the guise of a cyber
persona called "CyberAv3ngers,” leaving a message
that Israeli-made systems are legal targets.

Throughout the conflict, Iranian threat actors have
used cyber personas to broadcast and amplify

their destructive attacks against Israeli enterprises,
trying to project power and aggrandize the impact
of their cyber operations. Within two days of
Hamas' attack on Israel, Iran stood up several new
influence operations. The influence actor Sefid Flood
launched the online personas “Tears of War” and
“Hamsal1948."

the Israel-Hamas conflict (October 2023-June 2024)

All others 29% United

States 10%

United
Arab Emirates
8%

India 3%

The former impersonated Israeli activists critical

of Israeli Prime Minister Benjamin Netanyahu's
handling of the hostage situation while the

latter tried to convince Arab-Israelis to violently
oppose Israeli authorities and protest in support
of Gazans. Microsoft Threat Intelligence assesses
that Storm-0842, an Iranian Ministry of Intelligence
and Security (MOIS) unit, launched another cyber
persona, “KarMa,” the day after the war broke out,®
posing as Israelis seeking to remove Netanyahu
from office.
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The many faces of hybrid war continued

Iranian threat actors also began impersonating
partners after the war started. Microsoft assesses
Cotton Sandstorm used the name and logo of
Hamas's military wing, the al-Qassam Brigades,
to spread false messaging about the hostages

in Gaza and send Israelis threatening messages.
Another Telegram channel that we assess was run
by the Iranian Ministry of Intelligence and Security
(MOIS), which also used the al-Qassam Brigades
logo and threatened Israeli military personnel
and leaked their personal data. It remains unclear
whether Iran acted with Hamas's consent.

Russia’s wide-reaching tactics for spying
on Ukraine’s military and its allies

Russian threat actors have focused on accessing and
stealing intelligence from Ukrainian warfighters and

the international partners that supply them weapons.

The techniques employed have the potential
to cause unintended damage by posing risk to
computer networks globally.

Since June 2023, threat actors associated with
Russian military intelligence (GRU) and the FSB
have used at least two undisciplined approaches
to gain access to Ukrainian military and military-
adjacent devices:

Introduction Nation-state threats Ransomware

Fraud

Identity and social engineering  DDoS attacks

1.

USB-delivered worms: Aqua Blizzard—a Russian
Federal Security Service (FSB)-affiliated actor
that has targeted Ukraine-based entities since
2013— accessed 500-750 Ukraine-based devices
daily through the USB-delivery of a Windows
ShortCut file and a heavily obfuscated Powershell
or VBScript. The scripts establish command and
control that facilitates theft of specified file types.
Since wormable malware and malicious USBs

are hard to contain and can traverse to devices
outside the scope of Aqua Blizzard's operations,
there is increased risk that USBs and malware will
make their way onto networks outside of Ukraine
and onto partner military systems.

Daily count of Aqua Blizzard
malware detections
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Source: Microsoft Threat Intelligence

2. Amadey Bot and torrents: FSB-affiliated Secret
Blizzard and GRU-affiliated Seashell Blizzard gain
access to as many devices as possible before
pursuing devices of interest. Secret Blizzard
has done this by commandeering third-party
infections, like the multipurpose Amadey bots,”
to download a custom reconnaissance tool that
helps operators decide whether to deploy their
first-stage backdoor. Seashell Blizzard offers
malicious, pirated versions of Microsoft software
on torrents, often promoting them on Ukrainian
file sharing websites to gain initial footholds
in networks.

Midnight Blizzard threatens IT supply chain

Russian threat actors are casting wide nets to

gain insights into Western organizations involved

in policy, military, and humanitarian support to
Ukraine. Midnight Blizzard attempted to gain access
to IT firms in part for widespread, indiscriminate
access to systems. Historically, this actor exploits
the IT software and services supply chains to target
downstream customers in government and other
policy organizations in North America and Europe.

Microsoft has been transparent about Midnight
Blizzard's efforts against our networks, and we were
not the only IT sector targets. Midnight Blizzard’s
history of supply chain compromises and

continued pursuit of IT organizations suggests
widespread compromise remains a major risk to
providers worldwide.

Midnight Blizzard’s
most targeted sectors

IT & Communications (31%) . Inter-governmental
organization (7%)

2 Government (29%) 5 Transportation (3%)

3 Think tanks/NGOs (11%) 6 All others (19%)

Source: Microsoft Threat Intelligence
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The many faces of hybrid war continued
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Chinese cyber threat activity in and around the South China Sea

)

Nepal Hong Kong SAR

)

India

Thailand

Q Q Vietnam

Cambodia

Malaysia

Indonesia
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Philippines

Most
targeted

Least
targeted

Chinese threat actors target military
and IT entities in the South China Sea
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Deterring the most
advanced threats
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Strengthen international norms and
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Deterring the most advanced threats continued

Cyber Point of View: Australia
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https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fnews.microsoft.com%2Fen-au%2Ffeatures%2Fmicrosoft-announces-a5-billion-investment-in-computing-capacity-and-capability-to-help-australia-seize-the-ai-era%2F&data=05%7C02%7CAnne.Borozan%40microsoft.com%7C8f06d85becfb493c8cbd08dc900a5a13%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638543621475101230%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=tIGu7gjNTOBo4ClxcxZR9wkf5ekFcTM5oSFNxWSLMeU%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fnews.microsoft.com%2Fen-au%2Ffeatures%2Fworking-with-the-australian-signals-directorate-to-hunt-threat-actors%2F&data=05%7C02%7CAnne.Borozan%40microsoft.com%7C8f06d85becfb493c8cbd08dc900a5a13%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638543621475111670%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=Q7lSSNx4VhxjQ432QFbTBX5Stl8nRy9DKUTeIJd2Go4%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fnews.microsoft.com%2Fen-au%2Ffeatures%2Fmicrosoft-and-asd-join-forces-uniting-sentinel-and-ctis-for-enhanced-cyber-resilience%2F&data=05%7C02%7CAnne.Borozan%40microsoft.com%7C8f06d85becfb493c8cbd08dc900a5a13%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638543621475119612%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=XbSrOKTVCRvgVDZsLS54Ukh4EsPHLUNzedi2I2nthv4%3D&reserved=0
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Election interference

The goal of some nation-state-backed threat actor
groups is to influence and undermine the results of
democratic elections. These efforts to manipulate
electoral outcomes underscore the need for
continued vigilance and collaboration, enhanced
defensive measures, and content authenticity
indicators such as content provenance.” Defending
elections against influence campaigns—as well as
opportunistic cybercriminal efforts—demands a
collective commitment from industry, media, and
governments alike.

Nation-state threat actors and elections

By the end of 2024, approximately two billion people
will have had the opportunity to vote in nationwide
elections. The widespread accessibility of generative
Al tools coupled with significant geopolitical events
has created a ripe environment for nation-state
influence operations aimed at high-stakes contests.
Russia, Iran, and China all engaged in election
influence efforts in 2024, with Russia implementing
the most wide-reaching, persistent campaigns and
Iran coming into the cycle later.
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Continuing its well-known influence efforts in
democratic processes, Russian influence actors
deployed a spectrum of covert and semi-covert
operations aimed at undermining trust in democratic
institutions across Europe and in the United States,
with the goal of eroding support for Ukraine.

Iran and China, meanwhile, escalated their influence
capabilities and objectives throughout 2024.

Iranian influence actors increasingly tried to influence
elections in the Middle East and in the US, to include
Israel's February 2024 municipal elections and the
US 2024 presidential election. Cyber personas run
by Iranian influence actors sought to highlight
vulnerabilities in Israel’'s government and elections
infrastructure as well as Prime Minister Netanyahu's
failure to secure voting during the election to elicit

a sense of insecurity among Israelis. Weakness and
vulnerability are common themes of Iranian
influence operations, and Iran will likely continue to
use them in upcoming elections.

Russia, Iran, and China influence efforts converge
on US election

Russian influence actors launched operations
aimed at the 2024 presidential election at a
slower pace than in previous election cycles.
Nevertheless, Russian influence actors Ruza Flood
(aka Doppelganger), Volga Flood, and Storm-1516
demonstrated the ability to create dynamic and
creative content aimed at American audiences.

Ruza Flood's US election-themed websites, using
names like 50 States of Lies” and "Election Watch”,
spread anti-Ukraine, anti-US propaganda across
social media platforms. Meanwhile, videos by
Russian influence actor Storm-1516, such as a staged
video depicting the burning of an effigy of Donald
Trump, received coverage from several major
international media outlets.* Russia also continued
to leverage agents-of-influence—for example,
resurrecting Russian agent Andrei Derkach’s NABU
Leaks campaign, which was sanctioned by the US in
2021 for malign influence in the 2020 election.

In May of 2024, Iran began preparations for influence
operations ahead of the US elections in two ways:
conducting cyber intrusions into political accounts
potentially for hack-and-leaks and launching a
stream of polarizing content on covert news sites.

In mid-June, Mint Sandstorm sent a spear-phishing
email to a high-ranking official of a presidential
campaign from a compromised email account of

a former senior advisor. Days earlier, the same
actor, which we assess is connected to the IRGC
intelligence unit, also unsuccessfully targeted an
account of a former presidential candidate.

Iran also likely ran a network of websites
masquerading as news outlets that actively engaged
US voter groups on opposing ends of the political
spectrum with polarizing messaging on issues such
as the US presidential candidates, LGBTQ rights,

and the Israel-Hamas conflict. Microsoft found
evidence indicating the sites are using Al-enabled
services to plagiarize content from US publications.
Examination of source code and indicators in the
articles suggest the sites’ operators are using search
engine optimization (SEO) plugins and generative
Al-based tools to create article titles and keywords
and to automatically rephrase stolen content in a
way that drives traffic to their sites while obfuscating
the content’s original source.

Meanwhile, China's use of covert social media
networks to sow discord ahead of the presidential
election suggests the Chinese Communist Party
(CCP) was emboldened by its 2022 midterm
elections influence campaign, the first time it was
observed attempting to interfere in a US election.
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Election interference continued

In late April, CCP-linked influence actor Taizi Flood
(previously Storm-1376 and commonly referred to
as "Spamouflage”) launched an influence campaign
leveraging the surge of Israel-Palestine-related
protests on US college campuses. Some of Taizi
Flood's personas on Telegram implied that they
themselves were students or parents of students
involved in the protests, and injected left-leaning
messages into right-wing groups. They likely did so
to sow conflict about the protests, or perhaps they
misunderstood which audiences would be most
receptive to their message.

The convergence and parallel nature of nation-state
operations throughout 2024 underscores just how
persistent adversarial states are in their attempts

to exert influence over US elections and outcomes.
Left unchecked, this poses a critical challenge to US
national security and democratic resilience.
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Election-related influence operations timeline

*: China (December 22, 2023)

PRC-linked influence actor Taizi Flood uses Al-generated audio files to allege then Taiwanese
Democratic Progressive Party presidential candidate was an informant in the 1980s.

elections

China (January 13, 2024)

Taizi Flood promotes faked Al-generated audio recording of former presidential candidate
and Foxconn founder Terry Gou endorsing then Taiwanese Nationalist Party presidential
candidate Hou Yu-ih."®

Taiwan
Jan 2024

Russia (February 23, 2024)

Russia-affiliated actor Ruza Flood registers a series of US election-themed news websites.
The websites are amplified over social media by inauthentic accounts using website redirect
networks to mask the actors’ infrastructure and likely use Al tools to generate content.”

Russia (April 19, 2024)

Russia-affiliated influence actor Storm-1516 produces fake video that attempts to frame
Ukraine for interference in the 2024 US presidential election.™

China (May 2024) Presidential

Sophisticated PRC-linked sockpuppet accounts position on new social media platforms elections
to spread divisive messaging, particularly surrounding protests on US college campuses us
ahead of the US presidential election.® Nov 2024

Iran (June 15, 2024)

Iran sends spear phish to presidential campaign, likely in preparation stage for influence
operations targeting the US elections. (Source: Microsoft data)

China (July 2024)

July 10: Deceptively edited short-form video from PRC-linked sockpuppet account
masquerading as US conservative voter reaches 1.5 million views.?

July 13: PRC state media foment speculation of “deep state involvement” in Trump
attempted assassination.?'

On the right are key elections the influence actors were likely seeking to influence.
The flags represent the nation-state affiliation of observed influence actors.

Source: Microsoft Threat Analysis Center

Links

Combatting the deceptive use of Al in elections
(microsoft.com)

Iran Targeting 2024 US Election - Microsoft On
the Issues | Aug 2024

Russian US election targets support for Ukraine
after slow start | Apr 2024

Expanding our Content Integrity tools |
Microsoft On the Issues | Apr 2024

Content Credentials

Microsoft's efforts to enhance the security of
Indian elections | Jun 2024

Addressing the deepfake challenge ahead of
the European elections | May 2024



https://news.microsoft.com/ai-deepfakes-elections/
https://blogs.microsoft.com/on-the-issues/2024/08/08/iran-targeting-2024-us-election/
https://contentcredentials.org/
https://blogs.microsoft.com/on-the-issues/2024/04/17/russia-us-election-interference-deepfakes-ai/
https://blogs.microsoft.com/on-the-issues/2024/04/22/expanding-our-content-integrity-tools-to-support-global-elections/
https://news.microsoft.com/en-in/microsofts-efforts-to-enhance-the-security-of-indian-elections/
https://blogs.microsoft.com/eupolicy/2024/05/23/generative-ai-deepfakes-european-elections/
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Election interference continued

Elections create another opportunity
for impersonation threats
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Ransomware

Landscape and trends

Ransomware remains one of the most serious
cybersecurity concerns. And for valid reasons.

Among our customers, Microsoft observed a

2.75x increase year over year in human-operated
ransomware-linked encounters (defined as having at
least one device targeted for a ransomware attack in
a network).

Meanwhile, the percentage of attacks reaching
actual encryption phase has decreased over the past
two years by threefold. Automatic attack disruption
contributed to this positive trend in decreasing
successful attacks. In more than 90% of cases where
attacks progressed to ransom stage, the attacker
had leveraged unmanaged devices in the network,
either to gain initial access or to remotely encrypt
assets at the impact stage.

o) ¢

threefold decrease in ransom
attacks reaching encryption
stage over the past two years
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Top human-operated ransomware groups

1 2 3 4 5
Sector Percentage
n Akira 17%
2  Lockbit 15%
3 Play 7%
. Blackcat 6%
5 Basta 6%

The top five ransomware families accounted

for 51% of attacks. These families continue to use
longstanding techniques, showing their effectiveness
even against rising cybersecurity awareness globally.

Source: Microsoft Defender for Endpoint

The most prevalent initial access techniques continue
to be social engineering—specifically email phishing,
SMS phishing, and voice phishing—identity
compromise, and exploiting vulnerabilities in public
facing applications or unpatched operating systems.
Attackers continue to take advantage of newly
identified common vulnerabilities and exposures

Organizations with ransom-linked encounters continues to increase while
the percentage of those ransomed is decreasing (July 2022-June 2024)
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Although organizations with ransom-linked encounters continues to increase, the percentage that are ultimately
ransomed (reaching encryption stage) decreased more than threefold over the past two years.

Source: Microsoft Defender for Endpoint

(CVE) with Common Vulnerability Scoring System
(CVSS) scores above 8. Once the attacker is in the
network, they tamper with security products or
install remote monitoring and management tools
(RMMs) to disable or evade detections and persist in
the network.

We observed remote encryption in 70% of successful
attacks, with 92% originating from unmanaged
devices in the network, underscoring the need for
organizations to enroll devices into management, or
exclude unmanaged devices from the network.
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How cybercriminals are
tampering with security
products
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https://learn.microsoft.com/en-us/defender-endpoint/prevent-changes-to-security-settings-with-tamper-protection?ocid=magicti_ta_learndoc
https://learn.microsoft.com/en-us/defender-endpoint/configure-local-policy-overrides-microsoft-defender-antivirus?view=o365-worldwide
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Octo Tempest: a case study
and a cautionary tale
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Collecting additional
credentials
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Manipulating

existing accounts Deploying BlackCat

ransomware

Establishing access
to resources
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Disrupting ransomware
threat actors

The past year has proved once again that defeating
ransomware threats requires a layered and multi-
tiered approach.

One of those tiers needs to focus on disrupting
actors responsible for this activity in the real world.
Microsoft teams have served as leaders in bringing
together experts from industry and law enforcement
to share threat intelligence and evidence about
ransomware actors, their infrastructure, identities,
and even finances.

In May 2024, the US Federal Bureau of Investigation
(FBI) Cyber Division identified Octo Tempest as

its third highest priority behind China and Russia
nation-state threat actors. During the period covered
in the scope of this report, Microsoft contributed
intelligence and evidence essential to the arrest of
multiple Octo Tempest members and other law
enforcement disruptions of ransomware actors.

We believe our contribution to these public-private
partnerships helps collectively erode the technical
capabilities and infrastructure of the group,
ultimately leading to its dismantlement.

Microsoft is aggressively pursuing our ability to
share information as authorized by law and policy to
combat the most significant threats to our customers
and our business.

Introduction Nation-state threats Ransomware
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The US Federal Bureau of
Investigation Cyber Division
identified Octo Tempest

as its third highest priority
behind China and Russia.

While our specific role may differ in every operation,
Microsoft’s threat intelligence and law enforcement
liaison capabilities are, and will continue to be,

brought to bear against the most significant threats

we face from criminal and nation-state threat actors.

N
Links

Ransomware operators exploit vulnerability for
mass encryption | Jul 2024

Download Ransomware Incident Response
Playbook Template | May 2023

Defend against ransomware with Microsoft
Security | Nov 2023

What Is Ransomware? | Microsoft Security

Octo Tempest crosses boundaries to facilitate
extortion, encryption, and destruction |
Oct 2023

Cyber Point of View: Israel

Combatting ransomware collectively

In 2024 the Israel National Cyber Directorate,
Cyber Security Council of the United Arab
Emirates, and Microsoft Israel joined forces to
create a collaborative threat intelligence platform,
“Crystal Ball,” for use by the International Counter
Ransomware initiative (CRI), a new 60-country
coalition. The domains of the platform are
Attribution, Deterrence, and Culture, which address
cybersecurity collaboration between nations.

T
CCTEER
| — e

The Crystal Ball Platform is designed for modern
work with embedded security, automation, and
Al. The platform also considers data residency
and geographic regions to meet the regulatory
standards of the CRI partners. As of June 2024,
more than 10 countries are using and sharing
intelligence on the platform, with the goal to
onboard the remaining CRI members by the
end of 2024.


http://www.microsoft.com/en-us/security/blog/2024/07/29/ransomware-operators-exploit-esxi-hypervisor-vulnerability-for-mass-encryption/
https://www.microsoft.com/en-us/download/details.aspx?id=105181&msockid=088cf58b8cb2676b179de1368d0166b1
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.youtube.com%2Fwatch%3Fv%3DARXI1ukjXMs&data=05%7C02%7Cerichopper%40microsoft.com%7Cd41d3c66ba03415a4bf408dca6db80af%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638568708888657136%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=rieUqyxHBs2bm%2Bii4bGv5EHMXxzGrRhfSePTXb7jTIk%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fen-us%2Fsecurity%2Fbusiness%2Fsecurity-101%2Fwhat-is-ransomware&data=05%7C02%7Cerichopper%40microsoft.com%7Cd41d3c66ba03415a4bf408dca6db80af%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638568708888672338%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=v%2BKT3Tv5MXLhRrvl9SBwCXwgiWI3KubyXWOilccodj0%3D&reserved=0
www.microsoft.com/en-us/security/blog/2023/10/25/octo-tempest-crosses-boundaries-to-facilitate-extortion-encryption-and-destruction/?msockid=28fccb67ae0c6c86030dda5bafbf6da6
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Fraud

Landscape and trends

Incidents of fraud and abuse are increasing globally
in both volume and sophistication. Fraud is a form of
cybercrime and it undermines the security, trust, and
reputation of individuals, businesses, and organizations
of all sizes and types, in every region and industry.

From nation-state actors to cybergangs to lone
fraudsters, malicious actors exploit vulnerabilities in
services, programs, online properties, promotions,
and systems to obtain fraudulent access. They use
gained resources for cyberattacks, financial crimes,
or reselling assets. The World Economic Forum??
reports scammers stole over $1 trillion US globally
from victims in 2023. This means companies lost
an average of 1.5% in profits due to fraud,? while
consumers faced a staggering $8.8 billion US in
losses—up 30% from 2022.

In an era where digital transformation accelerates
almost every type of business operations, the ingenuity
and scalability of fraud tactics continues to challenge
resilience around the world. Organizations face

a barrage of scams, such as payment and quick
response (QR) code fraud, business email compromise
(BEC), AiTM, video phishing, and investment scam
techniques such as “pig butchering.”

Introduction Nation-state threats Ransomware

Fraud
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DDoS attacks
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At the same time, the fight against impersonation
is getting significantly more difficult due to the
increasing ease of access to deep-fake technology,
which enables cybercriminals to create highly
convincing forgeries of not only the voices of
business leaders but even video.

The shift to cloud-based computing is proving

a double-edged sword. While cloud computing
provides scalability, elasticity, cost savings, and
enhanced computational capabilities that drive
innovation, it grants these same advantages to
malicious actors, amplifying their potential for
misconduct. Microsoft has observed fraudsters
using cloud services to launch attacks, steal data,
impersonate users, launder money, and evade
detection. These activities are used in various
types of fraud such as account takeover, domain
typo-squatting, payment fraud, and other types of
cloud impersonation.

As discussed on the following pages, Microsoft
collaborates with law enforcement, industry
partners, and customers to actively combat these
illegal activities, to protect and uphold the rights of
our customers.
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Landscape and trends continued

The ever-growing threat of cyber-enabled
financial fraud

Cyber-enabled financial fraud covers a range of
fraudulent activities facilitated by the internet,
including investment scams, BEC, and tech
support scams.

According to the FBI, losses due to investment
scams have surpassed all other online fraud types,
accounting for more than $4.5 billion US in losses in
2023 alone.*

Teams at Microsoft, LinkedIn, and Skype are
advancing efforts to proactively detect such
criminal activities, and Microsoft suspended
upwards of 64 million abusive service accounts

in 2023. We are also working with industry and

law enforcement partners to disrupt these actors

in the real world. In addition, we are currently
working with law enforcement partners to improve
intelligence exchange on cyber threats to dismantle
criminal operations.

For example, in May 2024, Microsoft worked with
the Indian Cybercrime Control Center to shut down
over 1,000 Skype accounts involved in harassment,
blackmail, extortion, and fake “digital arrests” by
fraudsters impersonating police and other officials.?®

The Microsoft Digital Crimes Unit combats
financially motivated cybercrime using pioneering
legal strategies, state-of-the-art technology, and
collaboration to counteract threats to consumers.

Introduction Nation-state threats Ransomware
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Microsoft also works to undermine cybercriminals
by proactively dismantling their operational
infrastructure, disrupting their financial motivation,
and partnering with organizations like the US
National Cyber Forensics and Training Alliance
and the Japan Cybercrime Control Center to
enhance sharing of actionable intelligence. As the
world recognizes the persistent threat of cyber-
enabled crime, we are seeing more public and
private partners joining forces to disrupt criminal
infrastructure, hold them to account, and support
victims of cybercrime.

Authorities conducted searches at seven locations
across India, intercepting live cybercriminal
operations and gathering substantial evidence,
including computer hard disks, mobile phones, and
laptops, along with details of financial transactions,
call recordings, and transcripts. A total of 43
individuals have been arrested in this operation,
with many others still under investigation. The CBl,
in coordination with the FBI and international law
enforcement agencies, continues to trace the
network's operations and financial activities to
identify and apprehend additional suspects in this
ongoing investigation.

Our collaboration with law enforcement to combat
cyber-enabled fraud has resulted in 30+ call center
raids, 100+ arrests, and increasingly severe prison
sentences worldwide.?

i
In October 2023, Microsoft and Amazon joined
forces to combat a cybercriminal network
conducting tech support fraud against more
than 2,000 customer organizations globally.
Following a joint investigation, we provided India’s
Central Bureau of Investigation (CBI) a criminal
referral identifying multiple companies, call
centers, and individuals that directly contributed to
“Operation Chakra II," a law enforcement operation of
more than 75 criminal raids across India to dismantle
organized cyber-enabled financial crimes.?

Despite efforts by law enforcement and partners in
the public and private sector, the complexity, speed,
impact and severity of cybercrime is escalating.

-
-
-
-
-
-
-
=
-

=

Cybercriminals are leveraging the growing
cybercrime-as-a-service (CaaS) ecosystem as well

as Al technologies to launch phishing and social
engineering attacks at scale. Simultaneously, they
are increasingly evading security measures like
multifactor authentication (MFA) to conduct targeted
attacks. As a result, the battle against cyber-enabled
financial fraud requires a multi-faceted response.
Enhancing cooperation and strengthening detection
and prevention measures are key areas of focus.
Public awareness, vigilance, and the facilitation

of fraud reporting are also vital components in
preventing these crimes and mitigating their impact.
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Landscape and trends continued

Novel trends and nightmare scenarios
in the world of e-commerce

Even as card-present payment security improves
through mobile wallet, Europay, Mastercard, and
Visa (EMV) chip, and near-field communication
(NFC) technologies, fraudsters remain attracted to
the e-commerce or card-not-present (CNP) space, in
which payment cards are not physically present for
the transactions.

By 2028, the annual losses attributed to e-commerce
payment fraud globally are expected to surpass

$90 billion US,?® with merchants and financial
institutions bearing much of that economic impact.

Card security has seen numerous advances
including MFA, tokenization,? and the expansion of
address verification services. However, issues with
interoperability and incomplete implementation of
planned improvements prevent these technologies
from being universally adopted.

In the past year, Microsoft conducted over

1.6 billion risk evaluations for potential payment
fraud and rejected $1.58 billion US in fraudulent
transaction requests. We've observed a rise

in sophisticated fraud tactics targeting online
transaction vulnerabilities, including web interface
breaches, phishing, spoofing, and synthetic identity
generation to steal credentials and payment
instrument information.

Introduction Nation-state threats Ransomware
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Traditional methods, such as exploiting large-scale
data breaches, remain prevalent, enabling fraudsters
to bypass identity validations and access extensive
personal data. The growth of the CaaS economy
also simplifies the execution of complex fraud
schemes by providing ready access to stolen data
and fraudulent tools. Concurrently, we're observing a
shift away from older hacking techniques in favor of
methods like phishing and spoofing to compromise
credentials and gain access to payment instruments.

Generative Al accelerates the creation of fake
identity elements, such as high-quality images,
deepfakes, and voice impersonations, making

it easier to deceive merchants and individuals.

This falsified identity information can either disguise
the fraudster’s true identity or impersonate a

victim to fool a merchant, or impersonate a trusted
contact to fool a victim. Such deception can trick

a merchant’s risk engine during transactions or, if
initially detected, can persuade customer support
to override the rejection. Consequently, this enables
fraudsters to unlawfully obtain goods or services
using stolen payment methods.

In addition to the above general trends, Microsoft
has observed the following specific methods used in
e-commerce payment fraud:

= Enumeration techniques pose significant risks in
e-commerce as regulatory compliance does not
mandate the protection of all digits in the 16-digit
card schema, allowing some digits to be guessed.
Fraudsters use public payment schemas and
automated methods to deduce authentication
details like Card Verification Value (CVV) codes
or expiration dates. Once they generate valid
payment credentials, these can be sold on the
dark web.

= Biometric spoofing and the creation of synthetic
identities using generative Al are increasing
threats. Al-generated deepfakes can bypass
biometric security in many mobile payment
methods relying on biometrics technologies
native to hardware and operating systems.
Additionally, fraudsters use Al to craft realistic
synthetic identities to manipulate merchant
customer support functions.

N

Actionable Insights

1 Incorporate Al and machine learning
(ML) models into existing policies
and rules to detect unusual transaction
patterns and flag potentially fraudulent
activities in real-time.

2 When using voice as a factor for
authentication, be sure to incorporate
additional factors due to the rise of Al
audio models capable of reproducing
individual voices.

3 Apply risk-based containment strategies
using tiered product access and customer
behavior monitoring to manage malicious
use of Al and fake identities.

4 Deploy robust authentication measures
to verify payment credentials and use
tokenization to eliminate the need to store
full card numbers.

5 Collaborate with industry partners using
secure technologies like confidential
computing and clean room environments
to enhance data sharing and fraud
prevention while protecting privacy.

6 Enhance authentication with phish-
resistant FIDO.
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Phishing

Phishing remains a perennial cybersecurity threat.
According to TrendMicro, phishing attacks increased
by 58% in 2023, with an estimated financial impact
of $3.5 billion US in 2024.2°

Threat actors continue to use longstanding and new
TTPs to access targets, but a growing concern this
year is the misuse of legitimate web services and
tools for phishing deployment.

Software-as-a-Service (SaaS)-based email, developer
tools, captcha services, cloud storage, click tracking,
marketing platforms, customer survey platforms,
lesser known email clients, and backup and mass
emailing tools have all been weaponized for a range
of malicious activities. One of the key advantages

of using these services is that they can evade
detection systems because they are less likely to be
preemptively blocked due to their established levels
of trust and legitimate usage. Additionally, many
phishing campaigns combine the use of multiple
legitimate services simultaneously, complicating

the detection process for both human analysts and
automated systems.

[ 15 million

email messages contained malware
(July 2023-June 2024)

Source: Microsoft Defender for Office 365
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. oo In QR code phishing, threat actors send phishing Other attempts to confuse image processing
Top email phishing types messages containing a code encoded with a URL. include placing a black border around the QR
The message prompts the recipient to scan the QR code or putting the QR code in an attachment.
code with their device, redirecting them to a fake Although effective detection and blocking measures
sign-in page where they are prompted to input their greatly reduced the volume of QR code phishing
credentials. This page may include AiTM capabilities attacks from the millions of messages observed in
that circumvent some forms of MFA. 2023, actors continued to test new techniques and
@ Of note, Microsoft Defender for Office 365 image merzs el gnes throgghout 2024 t.o ﬁhd ways to
detection technology significantly disrupted QR ELRED [SEiGE e Gl 11 el ORI B
@ code phishing attacks, causing a 94% decrease in During April and May 2024, there was a surge in
phishing emails using this attack technique between phishing attempts targeting Microsoft Teams users.
October 2023-March 2024. Threat actors continually The attackers created a new tenant and registered
adapt their attacks in response to effective detection a domain specifically for this attack. These attacks
0% 20% 40% 60% 80% 100%

Phishing URL/link (56%)
2 QR code phishing (25%)
3 Phishing attachment (19%)

Source: Microsoft Defender Threat Experts notifications

QR code phishing

QR codes have become much more prevalent since the
pandemic and therefore more trusted by users. By their
nature, QR codes obscure the destination from

the user. Around mid-September 2023, Microsoft
analysts observed a significant increase in phishing
attempts using these codes, which presents a unique
challenge for security providers as they appear

as an image during mail flow and are unreadable
until rendered.

and blocking, returning to older, more well-known
tactics or spending time and effort to innovate

new techniques. Disruption of effective techniques
such as QR code phishing is an important part

of network and data protection. While QR codes
that are plain and square with a black and white
barcode persist in phishing attacks, since more
effective detection and blocking has successfully
reduced their efficacy, threat actors have resorted to
experimenting with different QR code visualizations.
For example, QR codes comprised of a blue barcode
on a red background became commonplace

in phishing attacks until that variation, too, was
rendered ineffective.

By their nature, QR codes
obscure the destination from
the user, which creates a
challenge for security teams.

often included QR codes within the messages,
which, upon scanning, directed users to AiTM
phishing sites. Common themes in these phishing
campaigns involved impersonating Office, Microsoft,
or Security services.

N
Links

To scan or not to scan: The shady side of QR
codes — Microsoft 365 | May 2023

Expanding our Content Integrity tools global
elections - Microsoft On the Issues | Apr 2024

Content Credentials

Build trust with content credentials in Microsoft
Designer | Learn at Microsoft Create | Dec 2023

Overview - C2PA


https://www.microsoft.com/en-us/microsoft-365-life-hacks/privacy-and-safety/shady-side-of-qr-codes
https://blogs.microsoft.com/on-the-issues/2024/04/22/expanding-our-content-integrity-tools-to-support-global-elections/
https://contentcredentials.org/
https://create.microsoft.com/en-us/learn/articles/designer-content-credentials
https://c2pa.org/
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Phishing continued

Business email compromise (BEC)

BEC attacks remain a prevalent threat, with inbox
rule manipulation the favored method.

Inbox rule manipulation: A new variation has
emerged involving manipulation through API/App
usage. Instead of using the usual “New-InboxRule”
or “Set-InboxRule” commands, the attackers now
use “UpdatelnboxRules”. This allows them to redirect
emails with keywords related to credentials or
financial matters to less monitored folders like Spam,
Conversation History, or Deleted Items, hiding their
fraudulent activity from the user’s immediate view.

BEC lateral phishing: After compromising an
account, attackers aim to move laterally within the
organization, targeting multiple users to either
gain access to high-privilege accounts or trick
users into paying fake invoices. This is achieved
by sending phishing emails to other users within
the organization.

Conversation hijacking: The attacker compromises
the sender’s email account and injects themself
into an existing email thread using a similar-looking
account, keeping the sender’s display name
unchanged. The hijacked account domain is usually
newly created for financially motivated scams to
lure users.

Introduction Nation-state threats Ransomware

Fraud

Identity and social engineering  DDoS attacks

MFA tampering post AiTM attack:

After compromising a user account, the attacker
attempts to add an additional device for MFA,
such as a phone number to approve two-factor
authorization or registering a new device with
an authenticator, to maintain ongoing access.

Other noteworthy post-compromise
behaviors observed

Legitimate applications abuse: We observed three
new legitimate tools being abused by adversaries for
mailbox exfiltration and BEC.

= PerfectData Software: An application integrated
with Microsoft 365/Azure to provide a mailbox
and backup services. Threat actors used it
to secretly access and steal mailboxes from
compromised users.

= Newsletter Software Supermailer: Legitimate
software used to create and send personalized
bulk emails and newsletters. Adversaries exploited
it to conduct lateral phishing attacks from
compromised user accounts.

= eMClient: A desktop email client for Windows
and macOS. Adversaries used this to exfiltrate
mailboxes from compromised users.

Low and slow BEC: Attackers discreetly read a small
number of emails (between two to five) daily, and
sparingly accessed OneDrive/SharePoint files, all

in an effort to evade detection. These low-profile
attacks challenged detection systems, which could
identify them only by correlating with unusual sign-
in activities.

Targeted BEC: Personalized phishing campaigns are
crafted using local languages, targeting IT, finance,
and legal departments with specific topics such

as “software updates” or “tax submissions.” This
tailored strategy significantly boosts compromise
success rates.

Top post-compromise BEC behaviors

® || ®

0 20 40 60 80 100

Inbox rule manipulation (40%)
2 BEC lateral phishing (25%)
3 Conversation hijacking (25%)

[ MFA tampering (10%)

Source: Defender Threat Experts notifications

N

Actionable Insights

1 Even if a tool seems familiar, don't assume
it is safe. In the past year, Microsoft
identified a new trend where adversaries
were misusing three legitimate tools for
malicious activities.

2 Attacks are more sophisticated.
Another notable trend is the
personalization of phishing campaigns
and outbound communications using
local languages.

3 QR code phishing is on the rise but
effective detection and blocking measures
can greatly reduce the volume of attacks.

4 Shadow IT, or pieces of hardware or
software that users install without the
approval of the IT department, are a
threat to the organizations and make
them vulnerable to phishing and post-
compromise activities. IT teams should
periodically scan the infrastructure to
detect unauthorized software or hardware
and take remedial actions.
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Impersonation

Impersonation is a key method used by fraud actors
to gain trust from their victims. While it takes many
forms, impersonation of legitimate companies is a
risk both to customers and to the reputation of the
business. As we look across the world of corporate
impersonation, Microsoft has seen fraud actors
increase sophistication and speed across the board.

Deepfakes

Most Al-generated synthetic media, also known as
ideepfakes,i target either communities (for example,
false news reports) or individuals (scams).

As with other impersonation-based threats,
deepfakes exist on a spectrum of sophistication.
At its most basic, for example, a threat actor could
use shallow fakes in email and text messages
designed to convince workers that a superior or
colleague needs them to take an action. However,
the significant rise in sophistication on the
horizon will produce major changes, including in
identity verification.

4%

of phishing campaigns targeting
consumers impersonated online
software and service brands

Introduction Nation-state threats

Ransomware Fraud Identity and social engineering

DDoS attacks

Sectors impersonated in consumer phish

Software and Services . Media and Entertainment
(54%) (11%)

2 Financial (15%) 5 Freight and Logistics (5%)

3 Retail (12%) 6 All others (3%)

A majority of phishing campaigns targeting consumers
this year impersonated online software and service
brands. This comes as no surprise given the value to
attackers in compromising and exploiting consumer
accounts on platforms that can span social media,
cloud storage, email, e-commerce, and more.
Phishing will become less prevalent and less profitable
for attackers as more consumers adopt strong MFA
and passwordless technology.

Source: Outlook.com customer phish reports. These include consumer
emails received by our customers and reported to Microsoft as phishing.

According to Gartner, by 2026, 30% of enterprises
expect to no longer consider facial biometric identity
verification and authentication solutions to be
reliable in isolation.

As deepfakes become more common in the business
environment, organizations will have to implement
countermeasures, such as requiring additional
verification for transactions. At the same time,
Microsoft is exploring provenance solutions to help
increase transparency of online digital content.®

Corporate impersonation

Domain spoofing involves various classic techniques
that enable impersonation of corporate entities.
One such technique is the look-alike domains

we identified earlier: homoglyph domains.

The imposters rely on users not noticing the slight
variation the characters used in the domain name,
such as using zero instead of the letter iOT in a
domain name. By tricking users into clicking links or
visiting these fraudulent websites, the threat actors
can deceive them into sharing sensitive information,
potentially resulting in financial or identity theft.

Fraudsters have doubled down on various forms

of impersonating domains including homoglyphs,
sub-domain squatting, and plausible alternate
domain registration. Sub-domain squatting involves
setting up a sub-domain in a cloud service under a
trustworthy name to carry out email-based attacks,
such as using icontoso.onmicrosoft.comt as a
sub-domain.

On the other hand, plausible alternate domain
registration involves adding words or changing the
top-level domain (TLD) to trick users. For instance,
registering a domain like icontoso.storef.

Microsoft has begun piloting Entra Verified ID as

an element of advanced identity proofing, requiring
users to share government-issued ID in situations
where the authenticity of their identity is in question.
Initial results indicate this control is having promising
results, effectively preventing the majority of
corporate impersonation attempts. As we continue
to train the models and build for scale, we expect to
further improve these results.

N
Actionable Insights

1 Educate employees to be on the lookout
for impersonated domains.

2 When enabling accounts and services, use
of verified identity models and Al detection
can significantly reduce the risk of allowing
fraudulent access.

3 Educate employees about how to check
content integrity.

N
Links

Microsoft Content Integrity website



https://contentintegrity.microsoft.com
https://Outlook.com






https://www.microsoft.com/en-us/security/blog/2024/05/15/threat-actors-misusing-quick-assist-in-social-engineering-attacks-leading-to-ransomware/





















https://www.microsoft.com/en-us/security/blog/2023/08/02/midnight-blizzard-conducts-targeted-social-engineering-over-microsoft-teams/
https://www.microsoft.com/en-us/security/blog/2023/09/12/malware-distributor-storm-0324-facilitates-ransomware-access/
https://www.microsoft.com/en-us/security/blog/2023/10/25/octo-tempest-crosses-boundaries-to-facilitate-extortion-encryption-and-destruction/






https://www.microsoft.com/en-us/security/security-insider/intelligence-reports/cyber-signals-issue-7-Inside-the-growing-risk-of-gift-card-fraud/?msockid=12f08dcdcd94620f31c09ff7c9946cd0



https://learn.microsoft.com/en-us/azure/security/fundamentals/steps-secure-identity
https://aka.ms/exposuremanagement/blogs
























https://www.microsoft.com/en-us/microsoft-cloud/resources/secure-future-initiative/



https://www.microsoft.com/en-us/security/blog/2023/10/25/top-insights-and-best-practices-from-the-new-microsoft-data-security-index-report/?msockid=27ae13461a3264e9295607d31b8165c2
https://www.microsoft.com/insidetrack/blog/empowering-employee-self-service-with-guardrails-how-were-using-sensitivity-labels-to-make-microsoft-more-secure/
https://www.microsoft.com/en-us/security/blog/2024/02/21/get-the-most-out-of-microsoft-copilot-for-security-with-good-prompt-engineering/?msockid=088cf58b8cb2676b179de1368d0166b1
https://learn.microsoft.com/en-us/purview/copilot-in-purview-overview
https://github.com/Azure/Copilot-For-Security



https://www.microsoft.com/en-us/security/blog/2024/07/30/new-microsoft-whitepaper-shares-how-to-prepare-your-data-for-secure-ai-adoption/
https://learn.microsoft.com/en-us/purview/ai-microsoft-purview-considerations#information-protection-considerations-for-copilot
https://learn.microsoft.com/en-us/security/zero-trust/copilots/zero-trust-microsoft-365-copilot












https://aka.ms/exposuremgmtblog
https://learn.microsoft.com/en-us/security-exposure-management/exposure-insights-overview
https://techcommunity.microsoft.com/t5/security-compliance-and-identity/microsoft-security-exposure-management-graph-unveiling-the-power/ba-p/4148546
https://techcommunity.microsoft.com/t5/security-compliance-and-identity/critical-cloud-assets-identifying-and-protecting-the-crown/ba-p/4222198









https://www.microsoft.com/en-us/security/blog/2024/06/25/how-to-boost-your-incident-response-readiness/






https://techcommunity.microsoft.com/t5/microsoft-entra-blog/public-preview-expanding-passkey-support-in-microsoft-entra-id/ba-p/4062702



https://microsoft.github.io/Cybersecurity-jobs-skills-workshop/
https://news.microsoft.com/fr-fr/2022/05/31/microsoft-lance-son-plan-competences-cybersecurite-pour-former-10-000-nouveaux-professionnel-en-france-en-3-ans/















https://blogs.microsoft.com/eupolicy/2024/03/26/cybersecurity-collaborative-compendium-global-development-sweden/









https://www.microsoft.com/en-us/security/blog/2024/05/30/exposed-and-vulnerable-recent-attacks-highlight-critical-need-to-protect-internet-exposed-ot-devices/
https://news.microsoft.com/2024/06/10/microsoft-to-help-rural-hospitals-defend-against-rising-cybersecurity-attacks/






https://unidir.org/raise/






https://news.microsoft.com/en-in/microsofts-efforts-to-enhance-the-security-of-indian-elections/
https://blogs.microsoft.com/on-the-issues/2024/05/07/societal-resilience-fund-open-ai/
https://blogs.microsoft.com/on-the-issues/2024/02/13/generative-ai-content-abuse-online-safety/
https://www.aielectionsaccord.com/
https://blogs.microsoft.com/on-the-issues/2023/11/07/microsoft-elections-2024-ai-voting-mtac/
https://news.microsoft.com/en-xm/features/combatting-the-deceptive-use-of-ai-in-elections/



https://www.microsoft.com/en-gb/industry/blog/cross-industry/2024/02/28/updated-office-365-security-and-compliance-guidance-for-the-uk-public-sector/
https://www.ncsc.gov.uk
https://www.ncsc.gov.uk/collection/device-security-guidance/security-principles















https://www.microsoft.com/en-us/corporate-responsibility/responsible-ai-transparency-report?msockid=088cf58b8cb2676b179de1368d0166b1
https://azure.microsoft.com/en-us/products/ai-services/ai-content-safety/
https://github.com/Azure/PyRIT
https://learn.microsoft.com/en-us/security/ai-red-team/
https://www.microsoft.com/en-us/security/blog/2024/06/04/ai-jailbreaks-what-they-are-and-how-they-can-be-mitigated/
https://www.microsoft.com/en-us/research/project/hax-toolkit/












https://microsoft.com/en-us/digitalsafety/report-a-concern










https://blogs.microsoft.com/on-the-issues/2024/07/30/protecting-the-public-from-abusive-ai-generated-content/
https://www.microsoft.com/en-us/security/blog/2024/06/04/ai-jailbreaks-what-they-are-and-how-they-can-be-mitigated/
https://blogs.microsoft.com/on-the-issues/2024/06/02/russia-cyber-bots-disinformation-2024-paris-olympics/
https://blogs.microsoft.com/on-the-issues/2024/04/17/russia-us-election-interference-deepfakes-ai/
https://blogs.microsoft.com/on-the-issues/2024/04/04/china-ai-influence-elections-mtac-cybersecurity/
https://www.microsoft.com/en-us/security/blog/2024/02/14/staying-ahead-of-threat-actors-in-the-age-of-ai/







































https://www.microsoft.com/en-us/security/blog/2024/02/14/staying-ahead-of-threat-actors-in-the-age-of-ai/
https://blogs.microsoft.com/on-the-issues/2024/09/23/global-governance-goals-and-lessons-for-ai/






https://www.microsoft.com/en-us/security/blog/2024/05/03/security-above-all-else-expanding-microsofts-secure-future-initiative/
http://nss-e.pdf (cas.go.jp)
https://www.mod.go.jp/en/publ/w_paper/index.html
https://www.ismap.go.jp/csm?id=kb_article_view&sysparm_article=KB0010301&sys_kb_id=9b6741cec305821032713201150131c2&spa=1
http://www.reuters.com/technology/cybersecurity/un-experts-investigate-58-cyberattacks-worth-3-bln-by-north-korea-2024-02-08/
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-335a
https://tgstat.com/channel/@karmabelow80/stat
https://darktrace.com/blog/amadey-info-stealer-exploiting-n-day-vulnerabilities
https://www.microsoft.com/en-us/security/blog/2021/12/15/a-report-on-nobeliums-unprecedented-nation-state-attack/
https://www.microsoft.com/en-us/security/blog/2024/05/30/exposed-and-vulnerable-recent-attacks-highlight-critical-need-to-protect-internet-exposed-ot-devices/
https://contentintegrity.microsoft.com/
https://www.youtube.com/watch?v=zuQdLNIJMmo
https://archive.is/H1HgA
https://blogs.microsoft.com/wp-content/uploads/prod/sites/5/2023/11/MTAC-Report-2024-Election-Threat-Assessment-11082023-2-1.pdf
https://www.youtube.com/watch?v=kbLBJb3UpYQ; 

https://web.archive.org/web/20240423173006/

https://sanfranchron.com/2024/04/21/17/web.archive.org/web/20240423034950/
https://bostontimes.org/2024/04/21/do-everything-to-prevent-donald-trump-from-winning-the-elections-leak-from-ukrainian-troll-factory/
https://t.me/DonaldJTrump29/1612
blogs.microsoft.com/on-the-issues/2024/04/04/china-ai-influence-elections-mtac-cybersecurity/
www.globaltimes.cn/page/202407/1315977.shtml
https://www.weforum.org/agenda/2024/04/interpol-financial-fraud-scams-cybercrime/
https://kpmg.com/xx/en/home/insights/2022/01/kpmg-fraud-outlook-survey.html
https://www.ic3.gov/Media/PDF/AnnualReport/2023_IC3Report.pdf
https://www.msn.com/en-in/news/world/microsoft-i4c-block-1-000-skype-accounts-tied-to-cyber-criminals/ar-BB1moyKA?ocid=entnewsntp&pc=U531&cvid=f3a012ab18fe46fb885c31b1b1f90ecd&ei=30s://
https://www.dailymail.co.uk/news/article-6743321/Indian-call-centre-fraudster-jailed-28-months-Microsoft-scam.html
https://www.theverge.com/2023/10/19/23924294/amazon-microsoft-india-cbi-crackdown-technology-support-fraud
https://www.juniperresearch.com/press/losses-online-payment-fraud-exceed-362-billion/
http://news.trendmicro.com/2024/07/22/phishing-stats-2024/
https://www.security.org/digital-safety/account-takeover-annual-report/
https://www.microsoft.com/en-us/research/publication/how-effective-is-multifactor-authentication-at-deterring-cyberattacks/
https://darkatlas.io/blog/identity-reveal-the-threat-actor-behind-onnx-store-and-caffeine-phishing-kit
https://www.orfonline.org/research/cybersecurity-threats-in-online-gaming-learnings-for-india
https://usa.visa.com/partner-with-us/payment-technology/visa-tokenization.html



http://fidoalliance.org/passkeys/
https://fidoalliance.org/
https://gc3b.org/the-accra-call-for-cyber-resilient-development/
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RW1nrMM
https://www.aielectionsaccord.com/
https://blogs.microsoft.com/on-the-issues/2024/02/16/ai-deepfakes-elections-munich-tech-accord/
https://blogs.microsoft.com/on-the-issues/2023/11/07/microsoft-elections-2024-ai-voting-mtac/
https://m365forcampaigns.microsoft.com/
https://news.microsoft.com/on-the-issues/2021/06/22/keeping-your-vote-safe-and-secure-a-story-from-inside-the-2020-election/
https://accountguard.microsoft.com/
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RW1nrMM
https://blogs.microsoft.com/on-the-issues/2024/05/07/societal-resilience-fund-open-ai/
https://blogs.microsoft.com/on-the-issues/2024/04/22/expanding-our-content-integrity-tools-to-support-global-elections/
https://www.reportlinker.com/market-report/Internet-Of-Things/726240/Internet-Of-Things
https://www.wired.com/story/slovakias-election-deepfakes-show-ai-is-a-danger-to-democracy/
https://www.france24.com/en/tv-shows/truth-or-fake/20240215-france-24-journalist-impersonated-in-new-deepfake-video
https://x.com/MedvedevRussiaE/status/1757815195949265307
https://www.khaleejtimes.com/uae/uae-cyberattack-disrupts-tv-services-rattles-some-residents-with-graphic-content-from-gaza;
https://theemiratestimes.com/uae-a-cyberattack-imitates/;
https://www.youtube.com/watch?v=otqvuDwwviM
https://twitter.com/montaghemoun/status/1778585175552561344
https://learn.microsoft.com/en-us/defender-xdr/automatic-attack-disruption
https://azure.microsoft.com/en-us/blog/introducing-phi-3-redefining-whats-possible-with-slms/
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4648700
https://attack.mitre.org/resources/updates/
https://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence/
https://www.congress.gov/bill/118th-congress/house-bill/2670
https://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence/
https://blogs.microsoft.com/on-the-issues/2023/07/26/anthropic-google-microsoft-openai-launch-frontier-model-forum/
https://fedscoop.com/white-house-ai-cyber-challenge-def-con/
https://www.gov.uk/government/news/prime-minister-launches-new-ai-safety-institute
https://www.gov.uk/government/news/countries-agree-to-safe-and-responsible-development-of-frontier-ai-in-landmark-bletchley-declaration?bxid=5cec23dffc942d3ada01da49&cndid=38838028&esrc=Wired_etl_load
https://www.cisa.gov/news-events/alerts/2023/11/26/cisa-and-uk-ncsc-unveil-joint-guidelines-secure-ai-system-development
https://www.meti.go.jp/english/press/2024/0214_001.html
https://home.treasury.gov/news/press-releases/jy2212#:
https://media.defense.gov/2024/Apr/15/2003439257/-1/-1/0/CSI-DEPLOYING-AI-SYSTEMS-SECURELY.PDF
https://www.dhs.gov/publication/safety-and-security-guidelines-critical-infrastructure-owners-and-operators
https://www.dhs.gov/artificial-intelligence-safety-and-security-board
https://www.gov.uk/government/publications/seoul-declaration-for-safe-innovative-and-inclusive-ai-ai-seoul-summit-2024
https://www.aisi.gov.uk/
https://techcrunch.com/2024/05/21/in-seoul-summit-heads-of-states-and-companies-commit-to-ai-safety/
https://news.microsoft.com/apac/2024/05/13/new-digital-order-a-blueprint-for-mutual-prosperity-through-ai-governance-in-korea/
http://www.cisa.gov/news-events/news/cisa-jcdc-government-and-industry-partners-conduct-ai-tabletop-exercise
https://airc.nist.gov/AI_RMF_Knowledge_Base/Crosswalks
https://www.microsoft.com/en-us/security/blog/2024/02/14/staying-ahead-of-threat-actors-in-the-age-of-ai/













	Microsoft Digital Defense Report 2024 
	In this report 
	Cyber Point of View stories 
	Overview 
	About this report 
	Report scope 
	Report viewing and navigating 
	Our commitment to preserving privacy 




